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360° Assessment

The 360° Assessment helps organisations
identify an accurate security baseline and
determine a strategy for reducing risk
through prioritised recommendations and
lowering the cost of remediation.

The assessment will reveal your
vulnerability to common cyber security
threats and provide an overall risk surface
analysis for your business.

If you're looking to benchmark your security status, develop your security program, align
to best practice (NIST) or get security certifications such as ISO 27001, the 360°
Information Security Assessment provides the basis for understanding the steps required
to achieve your goals.

Our Approach:

By engaging with your key people, reviewing documentation, and observing business
processes our experienced consultants build up a detailed profile of the security controls
present across your organisation. Following expert analysis of the findings, a report is
crafted detailing your risk levels, identifying missing controls and providing expert
commentary and analysis for improvements within each of the domains.

Post report, Stakeholders will be invited to join our consultant for a presentation
highlighting key findings and to discuss recommendations on how to take those all
important next steps.

We take a comprehensive deep dive analysis of over 900 security controls across 19
domains culminating in a report that delivers a detailed understanding of risk levels
across security disciplines including Access Control, Human Resources, Physical Security,
Asset Management.
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Detailed assessment of controls to determine
your organisation’s vulnerabilities for common

threats like:

&), ' Ransomware

|' J Phishing

&)
l Data Loss

“ “PD Ports has been working with ZDL on a number of projects since 2015. In that time
they have provided us with a full 360° review of our internal processes which has
enabled us to develop our cyber security strategy. Their in-depth assessment and review
has enabled us to implement long-term solutions to ensure that our desired level of
cyber maturity is reached and can be maintained.”

Richard Ellison,
IT Manager - Governance, Risk & Compliance - PD Ports
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Risk Assessment

Supplier Risk

Incident Management

Business Continuity

Organisational Security

Documentation

Technology Controls

Software Development

Access Controls

Comms and Ops

Physical Security

HR Security

Compliance
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Holistic approach
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Delivering Excellence in Cyber Security

At ZDL, we believe that effective risk management requires a holistic 360° approach. We take a
comprehensive view of our clients’ cyber security risks and provide quality services to address
those risks.

Our approach to Total Security Management helps make our clients’ infrastructure, applications
and data more secure in the face of a continually evolving Threat Landscape. Our aim is to build a
partnership with our clients, built on a mutual respect and understanding of each other’s
businesses. We become a part of our clients’ team, a valued partner; an intrinsic part of their
business.

ZDL's 4 key service areas are designed to focus on our clients’ cyber resilience journey. Our unique
portfolio of services enables you to build an agile, responsive security infrastructure and strategy.

Our Services
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Ethical Hacking O\ Training |°=

Broad Security Review

Red Teaming

Security Audits

Penetration Testing

Cloud Security & Security Ops Testing
Source Code Review/Coding Standards
Social Engineering

Physical Security

Managed Services {l[l\uiﬁ

Supplier Evaluation Risk Management
(VenDoor)

Incident Response Preparedness
Security Training for Developers -
Annual Programme

Managed Detection and Response
(MDR)

Virtual Information Security Manager
OSINT/Threat Intelligence

Security Awareness Programmes
Secure Coding School for Developers
Bespoke Senior Exec Security Training
Runbook training/ Scenario Workshops
Phishing & Resilience Programmes
Physical Security Awareness

Online Assessment / CBT Developer
Training
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Compliance {@"

Policy Review & Creation

360° Assessment

PCl Remediation Support

ISO/ NIST/EU GDPR Standards Agreement
Business Continuity Management

IR Management Review

ISO Readiness Programmes

Office365 Configuration Review
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